PAYPAL SCAM EMAIL

This was fairly easy to recognize as a scam. Not all are. First, note the return address.
It is not “PayPal”. Instead, it is “PayPail”. Their “website” is Paiiypalll.com. This is not
exactly subtle or hard to miss.

Scams such as this are often easy to recognize, because they use return email
addresses and web site links that are not the true email return or web site of the actual
company they are purporting to be. Be sure and look at the email of the sender and any
web site addresses.

Down at the bottom of the letter, the scammer(s) have even posted some of the actual

words used by PayPal in their disclosures. This is an effort to make the email look legit.
It is anything but legitimate.

The purpose of this scam is to get your PayPal login information and ID. If you were to
actually go through their steps, you would suddenly find a lot of charges to your PayPal
account.

Be wary. Stay alert. Stay safe.

SCAM EMAIL

Fri 5/29/2015 10:44 AM

PayPal Services intlpaypail@outlook.com

We've limited access to your account due unusual login acitivy
<http://pailypaalll.com>  Your Account Has Been Limited

Having trouble viewing this email? View Online <http://paiiypaalll.com> or Mobile
<http://paiiypaalll.com>

YOUR ACCOUNT ACCESS HAS BEEN LIMITED
WHAT TO DO NEXT AND HOW TO REMOVE IT
<http://paiiypaalll.com>

Dear Hildegard,
We've sent email to you a little while ago , that we ask for your help to resolving an

issue on your account. Your account has been limited until we hear from you. While
your account is limited, some options in your account won't be available.

HOW TO REMOVE LIMITATIONS?
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Here are only 3 simple steps to remove your limitations:

1 Log into your account at PayPal Service <http://paiiypaalll.com>
2 Click on "Continue"
3 Follow the instructions

<http://pailypaalll.com>

PayPal is constantly working to ensure security by regularly screening the accounts in
our system. We recently reviewed your account, and we need more information to help
us provide you with secure service. Until we can collect this information, your access to
sensitive account features will be limited. We would like to restore your access as soon
as possible, and we apologize for the inconvenience.

Yours Sincerely,
The PayPal Team
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Please do not reply to this email. We are unable to respond to inquiries sent to this
address. For immediate answers to your questions, visit our Help Center by clicking
"Help" at the top of any PayPal page.
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